
 

pISSN: 2523-5729; eISSN: 2523-5739  

          

JICTRA 2018  80 

Open Access 

Fu l l  Leng th  Ar t i c le  

 

Formal Verification of Safety and Liveness Properties using Coloured 

Petri-Nets: A Flood Monitoring, Warning, and Rescue System 

Nadeem Akhtar1, Abdul Rehman2, Dost Muhammad Khan3 

1,3 Department of Computer Science and IT, The Islamia University of Bahawalpur, Pakistan 
 2 Department of Computer Science and IT, Virtual University of Pakistan 

 

A B S T R A C T  
Annual floods after rainy monsoon season are the most dangerous natural disaster in Pakistan that affects millions of 

people. It is important to specify, design, model, and implement a correct system for flood monitoring, and after-flood 

rescue services. The correctness of the proposed system is of vital importance. We have proposed an approach for the 

analysis, design, and modeling of a flood monitoring system centered on formal modeling and verification. Flood 

monitoring which requires the environment data starts from flood sensors, independent observers and meteorological 

forecasts. Information is processed to determine flood status and in real-time, this information is shared among the 

general public, meteorological departments and disaster management authorities. The early warning and preventions 

alert can minimize the aftershocks of disaster. The recommended approach uses formal modeling and verification to 

ensure the correctness of the system. The model takes input and systemically ensures that the liveness and safety 

properties hold for the proposed system. Model checking technique ensures high-quality, reliable model constructions. 
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Pakistan is an agriculture country, where the 

economy depends upon crops, and crops depend on 

irrigation water. In Pakistan, one of the world's biggest 

irrigation canal system is running, consisting of five major 

rivers and a large number of small rivers, and canals. 

Agriculture is the back-one of Pakistan economy, and 

irrigation water is the back-bone of agriculture. So without  

 

 

Irrigation water the economy simply cannot sustain itself. 

The river system depends on the northern glaciers for 

water, and each year after monsoon season the water 

levels in rivers, dams, and canals increase to dangerous 

levels, and this results into floods after every couple of 

years. These floods cause human lives loss, animal lives 

loss, destroy millions of hectors of crops. It's of critical 
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importance for the flood warning system to warn people 

on time about intensity and degree of floods. And if the 

system is not able to warn people on time then it can 

result in high human casualties, crops loss as well as very 

high material and financial loss. 

Formal modeling is an important approach for the 

analysis, design, verification, and implementation of a 

correct software system. A model is created and the 

correctness properties of safety, liveness of the system is 

verified by applying mathematical proofs on that model. 

This model helps to exhaustively write the specifications 

as well as to rigorously prove the correctness properties. 

We have constructed the formal models using a well-

defined formal language having a mathematical based 

syntax, semantics, and grammar. This formal model 

provides the real-time simulation of the actual working 

system and verifies whether or not the system is working 

correctly (i.e. correct behavior) according to its desired 

specifications. This formal modeling plays a fundamental 

role in understanding the requirements of the system as 

well as designing and implementing a correct system. 

This formal modeling also plays a key role in the 

exhaustive verification and validation of the system. 

Theorem Provers can be used with this formal modeling.  

The flood monitoring, warning, and rescue system is 

a critical system as human lives depend on it. Therefore it 

must be correct. Formal modeling using CPN simulates 

the control flow as well as data flow for the flood 

monitoring system. In the next step the critical parts of the 

flood monitoring system are specified in Event-B (Abrial, 

2010)1 method using Rodin tool for the theorem proving 

and proof obligations. This results in a heavyweight 

exhaustive formal verification of the safety and liveness 

properties. 

Why flood monitoring? 

Pakistan has an agriculture-centered economy. It has 

seven major rivers, and out of these rivers originate 

hundreds of small and large canals. These canals 

constitute one of the biggest canal irrigation system of the 

world. This canal system is central to the economy, which 

in turn is vital for the survival of Pakistan. Irrigation water 

plays a central role. But each year after monsoon rain 

seasons, floods arise in rivers and canals. These floods 

vary from low flooding to very high-level floods. These 

floods result into human lives loss, and complete 

destruction of houses, crops, agriculture lands and cattle. 

Our major objective is to devise correct methods, 

techniques, and tools to give real-time floods warnings, 

future flood predictions, as well as rescue services after 

the floods. 

Why formal modeling? 

Formal modeling is based on automated construction 

of a mathematically based model of the actual system. It 

allows to study the system exhaustively and specify 

complete requirements. Most of the formal modeling 

methods and techniques also have model-checking tools 

integrated into them for formal verification.   

Why model checking? 

One of the major methods for formal verification is 

model checking. Model checking is based on exhaustive 
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verification and mathematical proofs. In software 

development, the correctness of the system is important. 

If the system is incorrect then it's of no use. The first and 

foremost goal of using formal modeling and verification is 

to ensure the correctness of the system. The correctness 

of the proposed model is verified using model checking 

techniques. Model checking performs automatic 

verifications of the systems. The model takes input and 

systemically checks whether or not, the safety and 

liveness properties hold. The proposed system is a critical 

system, as without the correct working of the system 

human life can be lost, and millions of hectors of lands, 

properties, and buildings can be destroyed. 

Why correctness? 

The role of correctness is fundamental, an incorrect 

system is of no use. The proposed system is a critical 

system i.e. if the system is incorrect and not able to warn 

general public at the time of flood then it can lead to 

human life loss, property loss, crops damaged, and 

animal loss. 

Why safety and liveness? 

Safety means something bad does never happen i.e. 

a certain minimum level of state of affairs is maintained. 

Safety property can be ensured through analysis of the 

functionality (i.e. behavior), and formal tools as model 

checkers can be used to ensure safety property. Liveness 

states that something good eventually happens. Safety 

and liveness both complement each other, and for the 

correct working of the system, both safety and liveness 

are equally important. Both safety and liveness ensure the 

correctness of the system.  

1.1. Research Hypothesis 

“Is it possible to design and specify a correct 

methodology based on the standard of the flood 

monitoring system, damage reduction, and disaster 

management operation; formal modeling and verifications 

of the methodology to ensure correctness properties?” 

1.2. Research Questions 

The fundamental research questions are: 

RQ.1. How can the correctness of a system be ensured 
to make it reliable?  

RQ.2. How formal verification can improve quality 
assurance by checking the correctness through 
model checking techniques? 

RQ.3. How formal verification is beneficial to be used for 
flood monitoring and disaster management? 

 
(Menon & Kala, 2017)13 proposed a system of three 

major components; a processing unit, sensor network, 

and database of applications. The water level is 

monitored by using wireless sensors that use mobiles 

radio service communication to broadcast the information 

towards the web-based server. 

Smith et al. (2017)18 presented a community-based 

warning system for floods in Nepal. It includes the present 

status of the community-based system, development of 

robust operations for forecasting and proper strategies to 

utilize the flood by the Nepal hydrological and 

meteorological department to provide early flood warnings 

on time. This system uses the database to generate the 

probability of flood forecast, which is represented by a 

simple visual platform. 

A system was developed by Alipio et al. (2017)3 

called ArRoad that analyzes and monitors rush-hour 

traffic and water-logged regions via sensors and image 

processing which uses machine learning techniques to 

first forecast traffic congestion and substitute redirecting 

traffic routes. Water sensor nodes are located to monitor 

and analyzes the flooded locations whereas real-time 

video images of cameras are used to detect the traffic 

capacity on the roads.  

Amagsila et al. (2017)4 presented an Android 

application for motor vehicle owners that use smart-

phones. They can receive real-time flood alerts during 

traveling in their motor vehicles. Identification of flood is 

done by specific Arduino device while Global Positioning 

System (GPS) is used for detection of the user location. 

Motor vehicle passengers are informed about flood 

thorough voice messages. The main focus of this 

research is to use mobile application for the flood warning 

to save people from the floods during traveling. 

Yumang et al. (2017)21 proposed a flood monitoring 

system for Philippine centered on the areas having high 

flood victims. The system programmed and developed 

using Arduino Uno technology. The sensors and the 

global mobile system powered by a generator or solar 

panel are used. The system sends SMS alerts to the 

residence of the flood affected area. The system tested 
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through simulation of floods models after the analysis of 

result shows that the design satisfies the requirement of 

the user. 

Noar & Kamal (2017)19 presented the idea of a smart 

flood monitoring system having platform named Blynk, 

which is used as a standard for data communication. 

Blynk is based on two nodes multipoint control unit using 

an Android application. The first node multipoint control 

unit is located at the flood zone, while the second node 

multipoint control unit performed as the control room. The 

information is rapidly collected and kept in a committed 

database for copy purposes. The individual in charge of 

the controller room sends the information to the second 

node multipoint control unit through Blynk Bridge to 

activate the signal and the light emitting diode. 

Research by Panganiban & Cruz (2017)20 designed 

and developed a method to determine the status of flood 

water level on the roads through the use of the analytical 

model. The flood level is measured at different stages. 

The data is collected from the rain gauges and websites. 

PAGASA platform sends color coded flood levels that are 

easily understood. 

Siregar et al. (2017)17 proposed a network monitoring 

system in order to understand the flow of data packets in 

a flood monitoring system. This monitoring system 

evaluated and recognized different types of packet losses 

via early detection algorithm. Early detection algorithm 

technique matches the packet’s counter value using its 

type through a user well-defined starting point value. This 

system is executed and exhaustively evaluated for a 

number of days in a continuous fashion. This system 

involved user data protocol, transmission control protocol, 

and internet. This network system was used as the main 

component of a flood monitoring system. 

Khan et al. (2016)11 proposed a flood monitoring 

system that gets data from the government departments, 

independent observers and flood associated departments 

and processes that data to generate warning and 

preventions alerts to the people of that area and also 

emergency services. It describes the architecture of the 

smart flood monitoring system. The smart flood 

monitoring system emphasized continuous 

communication among the citizens, police, media and 

official authorities.  

Mousa et al. (2016)14 have suggested a novel 

recognizing tool that concurrently monitors traffic over-

crowding and flash floods in inner-city areas. The 

proposed algorithm is used with low-power consumption 

wireless sensor tools. The water level can be checked for 

half of the year by comparing different sensors, the result 

shows that the inner-city water level is predictable. 

Sakib et al. (2016)15 proposed one of safest 

techniques neuro-fuzzy approach for a flood monitoring 

system which uses a wireless network sensor for flood 

monitoring. The node is created using a low-cost wireless 

network which gathers information as water level, wind 

speed, rainfall, and air pressure from a particular location 

in order to validate the suggested approach for the flood 

monitoring system. The wireless network is linked though 

mesh topology that can send data to distant places. 

In India Shiravale et al. (2015)16 have recommended 

a system that generates flood alerts via wireless network 

sensors. These wireless sensors also perform weather 

forecasting. The older systems used data from satellites 

for generating flood alerts, therefore it used to take long 

time intervals to send flood alerts, also in a number of 

cases the information sent by satellites were incomplete 

and thus insufficient to generate and send alerts. This 

proposed system consisting of a network of wireless 

sensors identify, monitor, and report the flood situation 

using water level and rainfall measure. 

A low-cost flood monitoring system based on Arduino 

and Android phone was proposed by Intharasombat & 

Khoenkaw (2015)6 The system can measure water level 

by techniques that gather information through sensors 

and forward it to server mobile network or Wi-Fi. Some 

other high-level structures are extracted at the server to 

determine the types of floods. 

(Akhtar, 2014)2 has proposed an approach for the 

requirement specification, formal verification, and 

transformation from a requirement model to a verification 

model based on multi-agent systems. This approach can 

also be used for the analysis, design, verification, and 

implementation of a flood monitoring system.  

A system that consisted of the Pressure sensor and 

rain gauge are linked using general packet radio service 

network is presented by Garcia et al. (2015)5. Data from 

network stations are received through transmission 

control protocol to provide information and floods updates 

using mobile SMS network as well as website. Flood 
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arrival time is implemented using forecast Random 

algorithm to get an early flood alerts system. 

 

 

Formal modeling and Formal Verification 

The correctness of the model is verified by 

constructing a formal model of the system. One of the 

methods of formal modeling is model checking. Model 

checking is the process of automatic verifications of the 

systems. The model takes input and systemically checks 

whether this property holds by the system or not. A formal 

model of the system is constructed by using Coloured 

Petri-Nets (CPNs). 

Formal verification is the process of ensuring the 

correctness of the system, which evaluates whether or not 

the functionality (i.e. behavior) of the system is according 

to its requirement specifications. It can also be used to 

verify the sub-properties of correctness i.e. safety and 

liveness. Formal verification ensures correctness by using 

mathematical constructs of mathematics i.e. set theory, 

relations, functions, axioms, invariants, pre-condition, 

post-condition, propositional calculus, first-order predicate 

calculus etc. The major methods and techniques for 

formal verification are model checking, theorem proving, 

automated generation of proof obligations etc. 

Coloured-Petri Nets (CPNs) 

Coloured Petri nets7 8 9 10 12 is a formal, discrete 

mathematics based graphical language that creates an 

executable model of the system. This model consists of 

places, transitions, and tokens flowing between places 

through transitions. These formal models can be compiled 

and executed. They are ideal to model the behavior of 

real-time critical software systems. A system can be 

modeled in the form of CPNs and its correctness 

properties of safety and liveness can be exhaustively 

studied and verified. The CPN has a graphical as well as 

textual syntax, it can exhaustively verify a system, in 

which concurrency, communications, and 

synchronizations play the main role. 

 
The Proposed approach for a flood monitoring 

system to ensure correctness properties for safety and 

liveness is shown in the figure. 2. It has three major 

phases of Data input, formal modeling, and formal 

verification. In order to implement the model and verify the 

correctness properties of safety and liveness CPN is 

used. In addition to this verification, the Event-B (Abrial, 

2010)1 based formal theorem proving is done for 

heavyweight exhaustive verification and validation. 

Workflow model 

Workflow model as shown in the figure. 1 shows the 

major process, and put-forth the relationship between the 

general public, meteorological department, and crisis 

management authorities. This model helps to understand 

the flow of information to facilitate task completion. The 

data-flow model is very helpful and enhances the 

understanding of the system. The given rich picture 

indicates the data-flow of flood monitoring approach 

before and after the flood and determines the flood status. 

Formal CPN Model  

In order to check the status of river floods, prediction 

PROPOSED APPROACH  

BACKGROUND STUDIES 
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and initial signs of the flood are vital. All the flood 

indicators (i.e. rainfall, river water level, the storage 

capacity of water in dams and ponds, water speed, water 

direction etc.) are analyzed. These indicators describe 

flood status. CPN models are designed and developed. 

These CPN models, formally specify the different aspects 

of flood monitoring as: 

 Communication with the population of areas that are 

in the danger zone and therefore can be affected by 

floods 

 Communication with the population of areas already 

affected by floods 

 Preventive warnings to the affected population 

 After-flood rescue services information to the affected 

population 

 After-flood information about the distribution of first-

aid to the affected population 

 After-flood information about shelter houses for flood 

victims 

 After-flood information about the food distribution 

sites for the affected population 

 Send victims location information to the crisis 

management authorities 

 Creation of flood damage reports, then the 

distribution of these reports to the administrator to 

inform affected people on time.  

 

The damage reports are as follows 

 People killed during the flood  

 People injured during the flood 

 Basic health unit destroyed  

 Number of cattle killed in each affected area  

 Electricity supply disconnect 

 School building destroyed 

 Hospital destroyed 

 Crops destroyed. 

The queries to the admin from the flood-affected area are  

 Where to find medical treatment and medicines 

 When the electricity supply will be connected 

 Where to live during a disaster 

The admin forward these damage reports to the 

concerned authorities and also send a rescue and help 

service message for the flood-affected area. The CPN 

model of the flood information gathering system is shown 

in figure-3. After the determination of flood status, 

different values of flood attributes are analyzed to predict 

flood warning. 

 

  Answers to Research Questions 

RQ-1. How can the correctness of a system be ensured 
to make it reliable?  

The Correctness of a critical system like a flood 

monitoring system is important. The correctness property 

RESULTS AND DISCUSSION  



 

pISSN: 2523-5729; eISSN: 2523-5739  

          

JICTRA 2018  86 

directly influences the reliability and robustness of the 

system. We have concentrated on the two most important 

sub-properties of correctness i.e. safety and liveness. 

These two properties are formally specified, modeled, and 

verified by using CPNs and ultimately by Event-B. This 

paper is centered on the CPN portion of the formal 

verification. The CPN specification model the liveness of 

the system. The evaluation of safety property is done by 

using the Proof Obligations of the Event-B method using 

the Rodin platform. This process is centered on behavior 

modeling, consisting of sets, axioms, theorems, 

machines, invariants, pre-conditions, post-conditions, 

events, and guards. These formal proofs of safety 

properties of the system are not presented in the current 

paper and would be presented in future work. 

RQ-2. How formal verification can improve quality 

assurance by checking the correctness through 

model checking techniques? 

Model checking is one of the most important formal 

technique for formal verification. It performs exhaustive 

verification of the system state space of the proposed 

model. The Flood Monitoring System is specified as 

exhaustive CPN specifications. This CPN model of the 

system performs system space evaluation. As Flood 

Monitoring is a critical system, it must be correct, error in 

it can cause high human life losses. 

RQ-3. How formal verification is beneficial to be used for 

flood monitoring and disaster management? 

Formal verification is beneficial for ensuring the 

correctness properties of safety and liveness. It makes 

the system reliable. The reliability of the system is 

important for flood monitoring and disaster management 

in flood-affected areas. This system can save the lives 

and properties of millions of people living in flood-affected 

areas. The proposed system gets important data from 

sensors, process this raw data into useful information, 

and share this critical information with all the stakeholders 

i.e. flood department, meteorological forecast department, 

independent observers, rescue services, and the general 

population. This approach is beneficial because it uses 

exhaustive state space evaluation by CPN and heavy-

weight theorem proving based on an Event-B method 

which uses the platform Rodin 

 
The proposed flood monitoring system is designed 

then formally modeled, and formally verified. The detailed 

model is specified using CPNs. In order to implement the 

formal verification of safety properties, the theorem-prover 

of the Event-B method is used. Event B method has a 

very mature, stable, exhaustive and modern platform 

Rodin for Proof Obligations. It performs the simulations by 

CONCLUSION  
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creating mathematical models that are exhaustively 

analyzed and proved. 

 

In the future, there are short term, medium term, and 

long-term future objectives. These three types of 

objectives constitute the three major axes of future work. 

The short-term future objective is the exhaustive 

theorem proving of safety properties of the Flood 

Monitoring System. This exhaustive proving would be 

done by the Event-B method, and this process would be 

centered on automated as well as manual creation of 

Proof Obligations of the system. 

The middle-term objective is the generation of high-

level implementation code as a result of the refinements 

and transformation of the Event-B model of this Flood 

Monitoring System.   

The long-term objective is to design, formally model, 

formally verify, a disaster management system for 

earthquakes for Pakistan. 
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