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A B S T R A C T  

Wireless sensor networks are used to monitor physical and environmental conditions. User authentication is required to 

achieve a consistent access control. However, authenticating a user or sensor in a network is a challenging task owing 

to the limited resources of the sensor nodes. Therefore, to provide secure and efficient communication, numerous 

authentication schemes have been designed. Traditional schemes have several security vulnerabilities and significant 

computational overhead.  In this paper, we propose an Enhanced biometric based user Authentication Scheme using 

Fuzzy extraction and Elliptic curve cryptography (EBAS-FeEcc) for wireless sensor networks to achieve high security 

level and  improve the performance as well as life time of entire network. Presented technique consists of easy 

operations and light computations. Analysis shows that previous schemes have various security weaknesses such as a 

biometric recognition error, user verification problem, lack of anonymity, session key exposure by the gateway node, and 

perfect forward secrecy. Our proposed technique overcomes these network security issues. Our scheme additionally 

increases performance of the network by reducing network traffic, defending sensor network against DOS attack and 

increasing nodes battery life. Therefore, the functionality and performance of the entire network improves. 
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Wireless sensor networks (WSNs) contain devices 

having sensors for any specific purpose [1]. Tiny sensor 

nodes in network process information after sensing 

from its surroundings. These networks have lots of 

applications such as structural monitoring, 

environmental control, health care systems asnd 

battlefield surveillance [2]. In most of these applications, 

user can directly receive data through gateway node. 
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Sometimes data access from gateway node is difficult 

or the gateway node is inaccessible [3]. In such cases, 

data is obtained through sensor nodes directly [4]. Data 

that is sensed can be confidential [5]. However, sensor 

nodes cannot often authenticate request messages. 

Consequently, a malicious user can easily access 

sensitive data by sending requests to a sensor node. 

This can lead to leakage of sensitive information as well 

as unnecessary depletion of network resources like 

nodes energy and network bandwidth [6]. All these 

problems affect network’s lifetime, performance and 

make the system unavailable for legitimate users. Thus, 

user authentication and access control are required 

services to prevent unauthorized use of network data 

and its resources [7]. To accomplish this, for sensor 

nodes, we need a mechanism to identify and 

authenticate the users such that only authenticated 

users can join the network. However, providing 

authentication in WSNs is tremendously challenging 

due to resource limitation of tiny sensor devices 

including energy and memory limitation, computational 

capabilities and communication capacities [8]. Various 

protocols have been proposed but their authentication 

process is still insecure [9]. Ultimately there is need for 

a protocol with stronger and smarter mechanism to 

make WSNs safer. Based on our study of previous 

security techniques, in this paper we offer a competent 

user authentication technique for WSN applications. 

The remainder of this paper is organized as 

follows. User authentication problems identified in 

literature review are discussed in Section 2. Section 3 

describes related work to emphasize the need for this 

research. In Section 4, we propose the biometric-based 

authentication scheme using fuzzy extraction and ECC 

with improved security. Section 5 presents a security 

analysis of various security properties for proposed 

scheme. We compare proposed scheme with several 

previous protocols using performance evaluation in 

Section 6. Section 7 concludes the paper. 

 

 

 

Wong et al [10] proposed a user authentication 

scheme based on password of user and cryptographic 

hash operations. Wong’s protocol consists of three 

phases, first user registration then login, third user 

authentication. It permits only authenticated users to 

request for data. This scheme is vulnerable to various 

security attacks such as forged attack, replay attack, 

stolen-verifier attack as gateway and login-node 

maintains tables containing information of registered 

users. Passwords may be exposed by any of the 

sensor nodes and user is unable to alter password [8]. 

Das [11] proposed user authentication scheme for 

WSNs which overcame the security flaws of the 

scheme proposed by Wong [10]. The author exposed 

numerous security weaknesses in Wong’s user 

authentication technique and proposed a scheme 

based on smart card and user’s password. This 

authentication technique consists of only two phases, 

user registration and authentication phase. In the phase 

of registration, gateway node generates a private secret 

key and this key is shared among sensor nodes. User 

has no idea about this key. Authentication phase 

consists of login and verification phase. This scheme 

overcomes weaknesses of Wong’s scheme but it also 

suffers from several security threats. For transmission 

of data, no secure medium is provided therefore 

transmitted data can be easily altered by an attacker. 

Also this protocol is not robust because its robustness 

depends on that secret parameter that is preinstalled in 

sensor nodes and smart card. If node is compromised 

then security of entire network will be destroyed [12]. In 

addition, an attacker can eavesdrop on entire 

conversations of all entities in a network. Node 

compromise is major problem in this scheme and it is 

also defenseless against various attacks like replaying 

and impersonation attack. It also faces problems from 

attacks like node compromise, password guessing, and 

denial of service (DOS) attacks. 

Khan and Alghathbar [13] have shown that scheme 

proposed by Das [11] does not provide mutual 

authentication and is also defenseless against 

privileged insider attacks. They also identified that 

Das’s scheme does not allow changing of passwords 

freely. Khan and Alghathbar proposed a security 

technique that attempts to overcome these security 

flaws. In their proposed protocol, they added a user 

password changing phase in the Das scheme so that 

users can change their password easily. Whenever any 

LITERATURE REVIEW 
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user wishes to modify the password, the smart card 

overwrites the password’s old contents with the new 

ones. To overcome problems an insider attack, their 

proposed work is based on hashed value of plain text 

(password). Simple password without using any hash 

value is sent to gateway node in Das scheme which 

causes various insider attacks in a network. So hash 

value of password decreases the probability of insider 

attack in a network. To some extent, their proposed 

work offers security to a network but this scheme also 

has some security flaws. In this scheme, the session 

key is not established between two entities, for instance 

the sensor node and the user. Therefore, mutual 

authentication along with message confidentiality is not 

ensured. Recently a new authentication mechanism is 

proposed that’s helps users for easy password 

memorization [14]. An authentication scheme that 

adopts computable dynamic password is proposed in 

[15]. They have designed a custom password 

computation algorithm to make the password 

confidential and dynamic for each login round. A 

lightweight password based authentication scheme has 

been proposed to prove protection from Insider attacks 

in [16]. Their evaluation shows better results than other 

existing protocols in terms of computational cost and 

communication overhead with high level of security. 

Yuan et al proposes the protocol based on 

biometrics of users. Password and smart card is also 

used in their work [17]. Transmitted data is not 

encrypted in this scheme; if any of sensor nodes is 

captured by an unauthorized user then he can easily 

view the messages. Moreover, an attacker can 

exchange messages as an authorized entity between 

sensor node and user and gather all the information. 

Since no secure channel is provided, message 

confidentiality and data integrity are major problems in 

this scheme. Yoon et al [18] proposes a protocol that is 

enhancement of Yuan protocol [17] based on 

biometrics but without password. In this protocol two 

secret parameters are used. Through these secret 

parameters all entities verify legitimacy of each other in 

the network. Data integrity is considered in this 

protocol. But this scheme still has security flaws as 

response message of user sent by sensor node is not 

encrypted therefore confidentiality issues can still arise. 

Moreover, this protocol is susceptible to various DOS 

attacks. To overcome flaws in Yoon protocol, Debiao 

introduced another protocol that was based on user’s 

biometrics. This protocol needs complicated hardware 

and is computationally intensive and thus consumes a 

lot of energy [19]. Additional hardware, like smart card, 

based biometric schemes have been proposed by [20, 

21] for wireless sensor networks, especially big data 

environments. Multifactor user authentication protocol 

for data access in wireless sensor networks has been 

proposed that provide forward secrecy [22]. Similarly, 

another study has proposed a lightweight security-

improved smart card based three-factor authentication 

scheme for WSNs to overcome the weaknesses of 

previous schemes [23].   

As per our observation the above-mentioned 

protocols are susceptible to various types of attacks 

including DOS attack, guessing and replay attack [24]. 

Node compromise, message confidentiality and data 

integrity are major problems in existing protocols and 

some of these protocols also require complicated 

hardware. The security of previous user authentication 

protocols is based on password. Short length 

passwords are broken without difficulty with the help of 

password guessing attacks. Additionally, a user 

password can be shared with others or stolen and there 

is no way to differentiate between the actual user and 

an impersonator. Similarly other authentication 

protocols require special hardware support. Biometric 

authentication can overcome these security limitations 

[25]. It is more secure as well as reliable than 

conventional password based authentication. Althobaiti 

et al pointed out numerous security vulnerabilities in 

traditional user authentication protocols and proposed 

an efficient biometric based user authentication scheme 

for WSNs [26]. It is feasible for resource constraint 

devices in WSNs because it is based on hash function 

and biometric encryption without using any complicated 

equipment. However, Das [27] described that 

Althobaiti’s scheme is efficient in terms of computation 

but it is not secure against several common attacks 

such as man-in-the-middle attack, impersonation 

attack, and is not resilient against node capture attack 

[12]. 

Srikanth designed a new biometric based user 
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authentication mechanism for heterogeneous WSNs. 

This mechanism provides stronger authentication than 

traditional password based protocols [28]. Moreover, 

provides mutual authentication and defends WSNs 

against several security attacks. This protocol is 

efficient in terms of computation cost but requires 

special hardware. A privacy-preserving authentication 

scheme for multi-server architecture using elliptic curve 

cryptography ( ECC ) has been proposed by [29]. They 

used identity-based cryptography for providing 

certificate less authentication. A user authentication 

scheme for multi-server environments is proposed in 

[30]. Server mutual verification is used in this scheme to 

provide robustness to a malicious server. Their scheme 

can protect from malicious insiders attacks in multi-

server environments. It also requires special hardware 

due to use of smart cards.  

Das proposed a new biometric based remote user 

authentication scheme for WSNs. This protocol uses 

biometric verification along with password based 

verification in order to provide strong authentication 

[31]. This scheme provides mutual authentication and 

low cost as compared to existing related protocols. This 

scheme is secure against active and passive attacks 

but still insecure against some common attacks such as 

network traffic attack and DOS attacks.  

Authentication in wireless sensor networks has 

become an attractive research area in the domain of 

IOT and Smart homes. Light weight three factor 

authentication schemes have been proposed of Smart 

homes in [32] and IOT and 5G in [33] and [34]. All these 

schemes require smart card to store user biometric 

information and provide authentication. Their proposed 

scheme provides desirable attributes for IoT 

environments and show that the computation and 

communication costs are suitable for extremely low-

cost IoT devices. Need for smart card was removed by 

scheme proposed in [35].  

Health care monitoring is another emerging 

application of wireless sensor networks. The most 

important aspect of healthcare applications is to provide 

access to sensitive documents [35]. Authentication is 

thus vital for secure health care provision. A secure 

authentication scheme for multi-server based E-health 

system is provided in [37]. Cancelable transformation of 

the raw biometric data is used to provide the privacy to 

biometric data in this scheme. Biometric and smartcard 

based authentication schemes have been proposed for 

health care in [38] and [39].  

All these schemes have several security 

vulnerabilities such as sensor node impersonation 

attack, poor repair ability, biometric recognition error, 

user verification problem, and session key exposure by 

the gateway node, lack of anonymity, insecure against 

DOS attack [40-47]. Smart card based schemes are 

prone to smart card stolen attack [48, 49]. To address 

the limitations of schemes based on integration of 

password, smart card and biometrics, a Secure User’s 

Biometric Based Authentication Scheme (SUBBASe) 

was proposed by Riaz [50]. The scheme provides 

mutual authentication, defends network against several 

common security attacks such as stolen verifier attack, 

message confidentiality, replay attack, guessing attack 

and network traffic attack. We found that although this 

scheme enhances the network security significantly, it 

suffers from several security vulnerabilities such as 

biometric recognition error, user anonymity, perfect 

forward secrecy, and gateway node impersonation 

attack.  

Hence existing user authentication protocols based 

on biometric are still facing several security 

vulnerabilities and decrease the overall performance of 

WSNs. Therefore, only biometric based user 

authentication protocol for resource constraint devices 

is not sufficient to increase the effectiveness and 

efficiency of the entire WSN. To solve these problems, 

we first suggest appropriate countermeasures and then 

propose enhanced biometric based user authentication 

scheme for wireless sensor networks using fuzzy 

extraction and elliptic curve cryptography. Our 

proposed scheme conforms to the proposed 

countermeasures. 

 

 

Fuzzy Extraction 

We use an efficient fuzzy extractor that converts 

non-uniform biometrics data into a uniform random 

string. Using this random string makes it possible to 

provide biometrics security by applying cryptographic 

mechanisms. The fuzzy extractor can reliably extract 

RELATED WORK 
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uniform randomness pair (Ri, Pi) from user’s biometrics 

information. It is an error tolerant mechanism because 

Ri will be the same in the assistance of helping string Pi 

even if the new user’s biometrics has some little 

difference from the original biometrics [51]. The fuzzy 

extractor consists of two algorithms (Gen and Rep). 

 Gen (Bi) = (Ri, Pi) Gen is a probabilistic generation 

algorithm that takes a user’s biometrics as the 

input, and extracts a random string Ri and a 

helping string Pi as the output. 

 Rep(Bi*,Pi)=Ri Rep is a deterministic reproduction 

algorithm, which permits Ri to be recovered from 

the corresponding helping string and newly 

captured user’s biometrics as long as both the 

original biometrics and the newly captured 

biometrics are similar to each other. 

Elliptic Curve Cryptography (ECC)   

Elliptic curve cryptography (ECC) is a public key 

encryption method based on elliptic curves which have 

an algebraic structure in the form y2=x3+ax+b. ECC 

provides equivalent security but with reduced key size 

when compared to other public key cryptography 

methods. Therefore ECC is useful for resource-

constrained devices. [52] 

Let P>3 be a large prime number and select two 

elements a,b∈ FP that satisfy 4a3+27b2=0 mod P to 

describe the equation of no super singular curve 

E:y2=x3+ax+b mod P over FP. Select a generator point 

P=(x×P, y×P) having order in large prime number q 

over E(FP). The subgroup G of the elliptic curve group 

E(Ep) having order q is built in the same manner. There 

are three mathematical problems in ECC. 

 Elliptic Curve Discrete Logarithm Problem (ECDLP):  

If Q is the point element in G, find x ∈ z* such that 

Q=x×P, where x×P indicates that point P is x time 

added to itself through an operation with an elliptic 

curve. 

 Elliptic Curve Computational Diffie-Hellman Problem 

(ECCDHP): For 𝑎∈zq*, given two point elements 

𝑎×𝑃 and 𝑏×𝑃, compute 𝑎×𝑏×𝑃 in G. 

 Elliptic Curve Decisional Diffie-Hellman Problem 

(ECDDHP): For 𝑎∈zq*, given three point elements 

𝑎×𝑃, 𝑏×𝑃, and 𝑐×𝑃 in G, verify whether 𝑐×𝑃 = 

𝑎×𝑏×𝑃. 

In the proposed scheme for the protection of a 

random number generated by user (ru) and sensor (rs), 

we use ECDLP in the following way: 

The user sends Xi = ru×P to the gateway, and the 

sensor sends Yi = rs×P to the user for a session key 

agreement and authentication. If an adversary obtains 

ru and rs, he can attempt different types of attacks. But 

in the proposed scheme, if an adversary captures Xi 

and Yi, the adversary cannot compute ru and rs owing to 

the use of ECDLP. In proposed scheme ECCDHP is 

used to protect KUS = KSU = ru×rs×P from an attacker. 

Only authorized user and sensor can calculate KUS 

and KSU by using own random number. 

Proposed Scheme (EBAS-FeEcc) 

This section introduces our proposed scheme that 

provides Enhanced Biometric based user 

Authentication Scheme using Fuzzy extraction and 

Elliptic curve cryptography (EBAS-FeEcc). All the 

symbols that are used in this paper are described in 

Table 1. In our proposed scheme user ID, secret value 

xo is preloaded at each node and one master key 

h(xǁy) is preloaded at the gateway node in the network 

before their deployment. EBAS-FeEcc consists of two 

phases; registration phase, and login and 

authentication phase. 

 

Table 1. Symbols used in Secure Authentication 

Technique. 

Notations Comments 

TN Trusted node 

SN Sensor node 

IDu Identity of user 

h(.) One-way hash function 

Esk() Encryption of message 

Dsk() Decryption of message 

|| Concatenation operator 

t Time interval for transmission delay 

x0 Secret value known to TN 

RI Requested information of user 

Biou Biometrics of user 

AE All participating entities 

Pfe 
Helping strings generated by fuzzy 

extractor 

Pec Base point on the elliptic curve 
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Registration Phase  

The registration phase of the EBAS-FeEcc is 

described in Fig. 1. The user performs its registration 

with the gateway node using a secure channel. User 

computes Bi by using a biometrics scanning device and 

Ri and Pfe using fuzzy extraction. Then, the user’s 

information is sent to the gateway for registration. 

However, the gateway will not store the user’s 

biometrics information. The detailed steps of this are as 

follows. 

The user selects IDu and captures their own 

biometrics Bi using a scanning device (PC or PDA). 

User computes a uniform random string Ri and a 

helper string Pfe using a fuzzy extractor, i.e., 

<Ri,Pfe>=Gen(Bi) and Ai=h(Ri). Then user sends 

<IDu,Ai>to the gateway node. 

After receiving <IDu,Ai>, the gateway node 

computes the authentication parameters for user by  

using the received hash value; IDu and secret 

parameter xo, which are preloaded at each node in the 

network before executing the scheme as follows: 

 

 
The gateway node broadcasts a secret message 

containing these parameters, i.e., M1=<s,Ni>, to 

everyone in the network, after successful registration, it 

will be helpful for authentication purpose.  

 
            User                                                              Gateway Node                                  Sensor 

                 < 𝐼𝐷𝑢 , 𝑥𝑜 >                                                                 < 𝑥𝑜 , ℎ(𝑥ǁ𝑦) >                                       < 𝑥𝑜 >     

 Captures biometric 𝐵𝑖  

 Computes < 𝑅𝑖 , 𝑃𝑓𝑒 > = 𝐺𝑒𝑛(𝐵𝑖) 

                𝐴𝑖 = ℎ(𝑅𝑖) 

                                                                      < 𝐼𝐷𝑢 , 𝐴𝑖 >                                                                             

                                                                                                                Computes   𝑠 = ℎ(𝐼𝐷𝑢ǁ𝐴𝑖ǁ𝑥𝑜)     

                                                                                                                         𝑁𝑖 = ℎ(𝑥ǁ𝑦) ⊕ 𝐴𝑖      

                                                                                                      𝑀1 = < 𝑠, 𝑁𝑖 >                                                                                                                                                                                                                                                                                   

             
Figure 1. Registration phase of proposed scheme. 

 

Login and Authentication Phase  

The login and authentication phase of EBAS-

FeEcc scheme is shown in Fig. 2. The detailed steps 

are as follows:  

 The user again captures his own biometric 

information Bi*; reproduces a random string Ri* 

using a fuzzy extractor, i.e., Ri*=Rep(Bi*,Pec); 

computes the hash value of the random string, i.e., 

Ai*=(Ri*); and calculates h*(xǁy) to provide user 

anonymity: 

 

 
 User generates a random number ru and computes 

Xi, which is used as a session key between the 

user and sensor: 

 
 The user takes the current time stamp T0, and 

sends a message containing request for the 

required information and some parameters Xi, 

IDu*,Ai*,T0 for authentication with the gateway 

node: 

 
 After receiving M2 from the user, the gateway node 

retrieves the current timestamp T0 and checks the 

freshness of time. If  T1-T0 ≥ ∆T, the request is 

rejected; otherwise, a hash value of the random 

string is computed, i.e., Ai*=(Ri*), and h*(x||y) is 

calculated to provide user anonymity: 

 

 

The following are verified:  (i)     and    and   

(ii)    and  

 If and then gateway node 

sends a reject message = [Reject] to the user 

otherwise it sends = [In-Progress] and also 

takes a new time stamp and forwards a 

message to sensor node containing request for 

desired information along with some parameters 

i.e.  to authenticate with sensor 

node: 

 

 After receiving the message  from the gateway 

node, sensor node checks timestamp if 

 then request rejected and 

authentication phase is stopped else sensor node  

 compares S and S* to authenticate the gateway 
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                       User                                                               Gateway Node                                                             Sensor 

                  < 𝐼𝐷𝑢 , 𝑥𝑜 >                                                      < 𝑥𝑜 , ℎ(𝑥ǁ𝑦) >                                                           < 𝑥𝑜 >     

 Capture user biometric 𝐵𝑖
∗ 

 𝑅𝑖
∗=Rep (𝐵𝑖

∗,𝑃𝑒𝑐 ), 𝐴𝑖
∗  = ℎ(𝑅𝑖

∗)  

ℎ∗ 𝑥ǁ𝑦 = 𝐴𝑖
∗ ⊕ 𝑁𝑖 , 𝐼𝐷𝑢

∗ = 𝐼𝐷𝑢 ⊕ ℎ∗ 𝑥ǁ𝑦     

Generates a random number  𝑟𝑢     

𝑋𝑖 = 𝑟𝑢 × 𝑃𝑒𝑐    

Take a time stamp 𝑇𝑜  

                                                      𝑀2 =< 𝑋𝑖 , 𝐼𝐷𝑢
∗ , 𝐴𝑖

∗, 𝑅𝐼, 𝑇𝑜 >           

                                                       

              If  𝑇1 − 𝑇𝑜 ≥ ∆T  Reject request 

                                                                                      Else computes 𝐼𝐷𝑢 = 𝐼𝐷𝑢
∗ ⊕ h(xǁy)    

                                                                                                      𝑠∗ = ℎ(𝐼𝐷𝑢 ǁ𝐴𝑖
∗ǁ𝑥𝑜)  

                                                                                       If 𝐴𝑖 ≠ 𝐴𝑖
∗,  𝐼𝐷𝑢 ≠ 𝐼𝐷𝑢

∗   then 

                                                    𝑀3= <reject >                     

                                                                           Else 

                                                    𝑀4= <In-Progress> 

                                                                                       Take a time stamp 𝑇2 

                                                                                                            𝑀5 =< 𝐼𝐷𝑢
∗ , 𝑠∗, 𝑅𝐼, 𝐴𝑖

∗, 𝑋𝑖 , 𝑇2 >   

                                                                                                                   

 if 𝑇3 − 𝑇2 ≥ ∆T then reject request 

                                                                                                                    else verifies S = S*? 

                                                                                                                          Generates a random number 𝑟𝑠  

                                                                                                                                    𝑌𝑖 × 𝑃𝑒𝑐  

                                                                                                                      𝑘𝑠𝑢 = 𝑟𝑠 × 𝑋𝑖   

                                                                                                                Take a new time stamp 𝑇4   

                                                                                                                Computes  𝑣𝑖 = ℎ 𝐼𝐷𝑢
∗ǁ𝑠ǁ𝑘𝑠𝑢 ǁ𝑇4   

                                                                                                                                   𝑒 = 𝐸𝑣𝑖
(𝑅𝐼)  

𝑀6 = (Accpt, e, 𝑌𝑖 , 𝑇4)  
  

Verify T5-T4≥∆T  

    𝑘𝑢𝑠 = 𝑟𝑢 × 𝑌𝑖 ,  
Computes 𝑉𝑖 = ℎ(𝐼𝐷𝑢

∗ǁ𝑠ǁ𝑘𝑢𝑠 ǁ𝑇4) 

 𝑅𝐼 =  𝐷𝑣𝑖
 𝑒     

node if S ≠S* then reject request and  

 authentication phase stopped. 

 Otherwise sensor node generates a random 

number  to compute a session key. This session 

key is only computed by user and sensor node due 

to the mathematical problem inherent to ECC. 

Then sensor node takes a new time stamp  and 

computes  and encrypts the required information 

by using this key. 

 

 

 
Sensor node uses  as session key which is 

shared between user and sensor node.  is 

encryption of requested information (RI) of user. 

 After encryption, the sensor node sends the 

secured requested information to the user in the 

following manner. 

 
 After receiving the message from the sensor node, 

the user verifies if T5-T4≥∆T and then computes 

kus. If user is legal, then the user computes the 

session key vi using the secret parameters s and 

kus. Finally, it decrypts the message using vi and 

obtains the required information in this way: 

 

 

 
 From now on, the user can communicate securely 

with the sensor node using the following session 

key: 
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Security Analysis 

This section describes the security analysis to 

demonstrate the security properties of our proposed 

scheme EBAS-FeEcc. 

Eliminate need for Complicated Equipment 

To provide a high level of security, numerous 

storage devices such as smart cards are used for 

identification purpose. Such storage devices cannot be 

supported by everyone because of the need for 

specialized and often expensive hardware. In our 

proposed scheme the users don’t require any additional 

hardware. Only a recognition interface that provides the 

additional security benefits to the users and merchants 

is needed. This will enhance the efficiency of network 

and provide more accessibility to the users. 

Prevent Guessing Attack 

This kind of attack occurs in password based 

systems. The proposed scheme defends against this 

type of attack because each user uses own biometrics 

features in registration, login and authentication phases 

instead of a password. An attacker cannot steal user’s 

biometrics. 

Resist Replay Attack 

If an attacker captures previous communication 

and starts communication between two entities 

pretending to be a legal user, proposed scheme 

prevents this attack by adding timestamps T0, T2, T4 

into authentication messages M1, M4, M5, respectively. 

Even if the attacker obtains messages, and starts 

communication with the current timestamps, he will not 

be able to verify ∆T. 

Resist Integrity Threat 

If an attacker captures the message during 

transmission and alters the contents of that message 

among communicating entities, the proposed protocol 

assures data integrity by using a  one way hash 

function i.e.  where = 

 All messages are sent in 

the same way so an attacker cannot alter these 

messages. 

Resist Insider Attack 

Typically, malicious insiders want to capture private 

user information such as their biometrics. In proposed 

scheme the user imprints own biometrics  and 

generates a random string by using fuzzy extraction i.e. 

 and calculates , then 

sends  to gateway node. The gateway node cannot 

obtain  from  due to the properties of one way hash 

function and fuzzy extraction method. Therefore, the 

proposed scheme is secure against insider attacks. 

Provide Mutual Authentication 

In the proposed scheme all entities authenticate 

each other before starting the communication so it 

provides mutual authentication. When user sends 

request to the gateway node it verifies user’s 

authenticity and then forwards request to the sensor 

node. The sensor node checks the legality of sender 

and then sends requested information to the user.  

Provide User Anonymity 

In proposed scheme the user’s ID is protected by 

using hash function i.e. . An 

attacker cannot obtain user’s ID without knowing the 

. The gateway node can calculate  because 

they store a master key  before executing the 

scheme. User can also compute the  by using 

his biometrics and parameters received from the 

gateway node i.e. . 

Robust Against Biometric Recognition Error 

The proposed scheme is robust against biometric 

recognition error by using fuzzy extraction. Fuzzy 

extractor generates a uniform random string  and a 

helper string . Even if a user’s biometric  is slightly 

different from a previous biometric reading for the same 

user due to sensitivity of the biometric sensor,  

remains the same with the assistance of helper string 

. 

In registration phase user captures own biometrics 

 and computes ,  and  in this way: 

 

 

 
In login and authentication phase user again 

captures own biometric and performs following step: 

=Rep ( , ), =  

Fuzzy extractor computes constant value of  

even if new user’s biometric is slightly different from 
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previous biometric. Hence EBAS-FeEcc resists 

biometric recognition errors.  

Table 2 provides a summary and comparison of 

the security provided by the proposed scheme EBAS-

FeEcc and that provided by other schemes including 

SUBBASe. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Performance Evaluation 

The proposed scheme EBAS-FeEcc is evaluated 

and compared with SUBBASe, Yoon and Kim, F.Wei, 

Yoon and Kim, Althobaiti and Debiao’s schemes for 

different metrics like time computation, energy 

consumption and different attacks. By applying all these 

schemes on mica2 nodes of WSNs, we evaluate the 

performance of proposed scheme. We use 

mathematical model to examine the performance. Our 

algorithm uses RC5 and ECDH [40] as these are most 

suitable for implementation on resource constraint 

devices. Time to encrypt and decrypt messages using 

RC5 is 0.26ms on mica2 node. Similarly we choose 

SHA-1, time to perform one way hash function on 

mica2 is 3.636ms [50]. Our scheme uses ECC and 

fuzzy extractor to provide strong security in WSNs. The 

total amount of energy needed per node to perform 

ECDH key exchange is approximately 57mj and it takes 

around 2.375ms [53]. The computational cost of an 

efficient fuzzy extractor is not greater than the 

computational cost of one hash operation [54, 55]. 

In SUBBASe, one hash operation is needed by 

user in enrollment phase, and two hash operations and 

time to decrypt message, three hash operations and 

time to encrypt a message is required by sensor node 

and three hash operations are required by trusted node 

for authentication.  

In proposed EBAS-FeEcc one hash operation and 

one fuzzy extraction operation is required by the user in 

registration phase. Two hash operations, one fuzzy 

extraction operation, one ECDH (two elliptic curve point 

multiplication) and one decryption operation is needed 

by the user in login and authentication phase. Gateway 

node requires one hash operation in registration phase 

and one hash operation in authentication phase. One 

hash operation, one ECDH operation (two elliptic curve 

point multiplication and one encryption operation) is 

required by the sensor node in authentication. Table 3 

shows the computation time comparison for login, 

authentication and registration phases of different 

authentication schemes. 
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Table 3. Computational time Comparison 

Protocols Registration Login + Authentication Total computational time 

Yoon protocol [18] 3 TH 10 TH 13 TH 

Debiao protocol [19] 3 TH 8  TH  + 4Tsym 11 TH + 4 Tsym= 15 TH 

Althobaiti protocol [26] 2 TH 6TH + 4TRC5 + 2TMAC 8TH + 4TRC5 + 2TMAC 

SUBBASe protocol [50] 2TH 7TH + 2TRC5 9 TH + 2TRC5 

Yoon&Kim protocol [19] 3TH 11TH + 4Tsym 17TH 

F.Wei protocol [40] 4TH 11TH   + 4Tsym 19TH 

EBAS-FeEcc 2TH + Tfe 2TRC5 + Tfe+ 2ECDH + 4TH 8TH + 2TRC5 + 2fe  + 2ECDH 

 

Our protocol’s aim is to reduce the computation 

cost at sensor node as energy of tiny sensor nodes is 

inadequate and it directly affects network life time. We 

calculated time taken and energy consumed for 

authentication of one user by our proposed protocol as 

well as existing schemes, which is shown in Table 4. 

For calculating energy we used equation E=v*Q where 

Q= i*t. For mica2 node v=3.0, I=8mA. E denotes 

consumption of energy, Q is charge, I is current, V is 

voltage and t is time [25]. We compared total energy 

consumption during registration, login and 

authentication phase between proposed and other 

previous schemes based on their computation time as 

calculated in Table 3. 

Table 4.Computational Over head in 

terms of Time and Energy consumption 

for One User 

 

Protocols 

Time 

(ms) 

Energy 

Consumption 

(mJ) 

Yoon protocol [18] 47.26 1134.42 

Debiao protocol [19] 54.54 1308.96 

Althobaiti protocol 

[26] 

36.37 872.83 

SUBBASe protocol 

[50] 

33.24 797.76 

Yoon and Kim 

protocol [18] 

65.44 1570.56 

F.Wei protocol [40] 69.052 1657.25 

EBAS-FeEcc 34.358 824.59 

 

 

 

Thus the analysis clearly indicates that proposed 

scheme improves the network performance and its life 

time by reducing time and computational overhead. In 

addition, our scheme also enhances the security of 

WSNs by protecting it against various security attacks 

(Table 2).  

 We use simulation for evaluating the strength and 

performance of the proposed security technique EBAS-

FeEcc. When users increase, the computational 

overhead for authentication also increases. This is 

because more number of nodes gets involved in the 

authentication process (Fig. 3). As time complexity of 

existing schemes increases the energy consumption 

also increases. We noticed that the energy 

consumption of proposed scheme is a bit more than 

SUBBASe because it required more energy due to 

fuzzy extraction method and ECC in order to provide 

strong authentication and high security. But energy 

consumption of proposed scheme is minimum as 

compared to all other compared schemes (Fig. 4). 

Since in our approach only authorized users can 

access information from the network so nodes (sensor 

nodes/base station) do not send redundant packets and 

only few packets are exchanged during transmission 

which decreases the network traffic overhead. 

Therefore our scheme increases the network’s 

performance and life time by saving battery power of its 

nodes. So network becomes sustainable for authorized 

users through easy operations and less calculations. 
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Figure 3.Computational overhead with respect to number of users 

 

Figure 4.Energy consumption with respect to number of users 
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A large number of authentications schemes have 

been designed for WSNs that provide security to 

wireless sensors and users. To overcome the 

limitations of schemes based on integration of 

password, smart card and biometrics, a secure user’s 

biometric based authentication scheme (SUBBASe) 

was proposed. In this paper, we have identified 

vulnerabilities in SUBBASe scheme in terms of a 

biometric recognition error, lack of anonymity, lack of 

perfect forward secrecy, and session key exposure by 

the gateway node. To solve these security 

vulnerabilities, we have used fuzzy extraction and ECC. 

During the registration phase, fuzzy extraction imprints 

biometrics consisting of error tolerant cryptographic 

primitives for biometric security. During the 

authentication phase, sensor node’s random number 

and ECC are used to exchange a random number 

between a user and the sensor node. ECC maintain the 

same degree of security with a smaller key size than 

other forms of public-key cryptography thus making it 

suitable for use in wireless devices with limited 

resources. In accordance with these countermeasures, 

we proposed an enhanced biometrics-based 

authentication scheme using fuzzy extraction and ECC 

(EBAS-FeEcc) with improved security. In addition, we 

conducted a security analysis and performance 

evaluation to show that the proposed scheme is more 

secure and efficient not only in comparison to 

SUBBASE but also to other authentication schemes. 
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